Jupiter Medical Center

Clear Skies’ Penetration Test Helps Secure Patient Data

Service Overview

Remote assessment of the hospital's
externally facing systems to include:

* Penetration Testing

*  Web Application Assessment
* Exploitation Testing

* Risk Analysis

* Detailed Corrective Actions

"Our budget was pretty tight this year,

but | still needed a comprehensive
assessment done to meet compliance
requirements. Not only did Clear Skies
meet my budget requirements, but the
technical testing was some of the most
advanced testing we've ever had done
against our systems. The constant focus
on customer communications gave us
the comfort we needed to dive deeper
during the assessment than we ever have
before."
Steve Meyer
IT Director
Jupiter Medical Center

Jupiter Medical Center Background

Keeping patient data secure is always at the forefront of any
hospital, and even more so now in today's world under
HIPAA compliance requirements. This is something Jupiter
Medical Center JMC) takes very seriously because they are
not your typical local community medical center.

Located in Jupiter, Florida, JMC is a not for profit medical
center catering to the local community. The primary focus for
this organization has always been patient safety and
outcomes. JMC is ranked among the top 5% of all hospitals in
the nation for Overall Clinical Performance according to
HealthGrades, a leading independent healthcare ratings
organization. In addition, JMC was ranked among the nation's
top 10% of all hospitals for overall orthopedic and pulmonary
services, treatment of stroke and joint replacement. JMC was
also ranked among the top 5 hospitals in Florida for Overall
Orthopedic Services and among the top 10 (#6) hospitals in
Florida for Joint Replacement.

Jupiter Medical Center is the primary care facility for northern
Palm Beach County and the Town of Jupiter. This fast
growing, affluent area is also home to many notables — a
situation that heightens the potential for hackers to target JIMC.
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Clear Skies' Assessment Provides

Needed Assurance

As any organization continues to grow, expand, and
leverage efficiencies through automation, security needs to
be a focal point. "We just completed an enterprise network
upgrade to add failover capabilities and thought this would
be a really good time for another security assessment to
ensure no new vulnerabilities were introduced to the
systems,” said James Lanano, IT Manager for JIMC.

"Our budget was pretty tight this year, but | still needed a
comprehensive assessment done to meet compliance
requirements,” Said Steve Meyer. “Not only did Clear Skies
meet my budget requirements, but the technical testing was
some of the most advanced testing we've ever had done
against our systems. The constant focus on customer
communications gave us the comfort we needed to dive
deeper during the assessment than we ever have before."

The Clear Skies Penetration Test is a highly technical
security assessment where real-world hacker techniques are
utilized to both identify and exploit potential security
vulnerabilities within an organization. With the recent
changes to the network completed, JMC wanted to know
what their current security profile looked like before
vulnerabilities could be leveraged by malicious individuals.

The results of the assessment provided JMC with exactly
what they needed - full details of complex security issues
along with detailed corrective actions.  “Clear Skies
provided incredibly useful and insightful recommendations
that not only allowed us to fix some weaknesses quickly, but
also highlighted improvements to further strengthen the
systems for the future,” said James Lanano.

About Clear Skies Security

Clear Skies was founded by a team of elite security
professionals, bringing 50+ years of collective experience in
the security industry, all with a specialty in security
assessments. Our mission is to be a trusted name in the
security industry, known for our technical knowledge,
integrity, and business ethics. We do this by focusing on
customer service and ensuring quality in everything we do.

In the end, our goal is to ensure Our Intelligence
Secures Your Intelligence.

Benefits Overview

The Clear Skies Penetration Test is a highly
technical security assessment where real-
world hacker techniques are utilized to both
identify and exploit potential security
vulnerabilities  within an  organization.
Some of the benefits of this testing include:

» Comprehensive testing by elite security
professionals

* Rapid identification of issues

* Demonstration of business risk through
active exploitation

* Extensive risk analysis

* Detailed recommendations for
corrective actions

“Clear Skies provided incredibly useful and
insightful recommendations that not only
allowed us to fix some weaknesses quickly,
but also highlighted improvements to further
strengthen the systems for the future.”

James Lanano
IT Manager
Jupiter Medical Center

Clear Skies
) Intelligence. Secured.
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